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Gate Level Information Flow Control Research Based on Sequential Logic
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(School of Automation, Northwestern Polytechnical University , Xian 710072, China)

Abstract ; The timing logic problem of gate-level information flow is investigated based on basic GLIFT the-
ory , the implementation of four typical triggers is given when the system clock is trusted .The gate-level
information flow tracking logic area , time delay and power consumption are evaluated for the test vectors
of the IWLS set using Synopsys compiler to generate 90 nm standard library files . Compared with the orig-
inal GLIFT code, the average area of the circuit is reduces more than 50% , time delay is reduces about
13% when timing logic is introduced . The obtained area and time delay information reflect the complexity
of fine-grained control of information flow ; the simulation results of power consumption comparison show
that the power consumption of the tracking logic reaches about 5 to 20 times the original logic , the power
consumption issues need further research and optimization .
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Tab.1 Secure systems based on information flow policy

EiE 35N g LR DS NCIEBIR:D) B T
il W2 \Web i TAJA~3 %) A CE TR
Wi IES ESUEY Jf QL) s GEF AR
(Y WA TG TaintDroid (135% ), Flume (4~~35 %) A GETFHRIERIAT)
ERAH R4 Trustzone ,Raksha(134% ) ,RIFLE(1~2 f&) s FEFHIIT)
I gt e 3 GLIFT (1~2 %) B

1 I f5 S ar i

1.1 MNPERRRARKNARZEEIEEM

LS EYSIBIE 225 % N e K8 A €1 RSN A 6 )
RIS T AR R s R B AL
P A E P S B B R AR A TARIC . 7EH
ST A 1L E AR B T — E A (L KK
Pt Az Jm ] e B S BT W A — B
W77, ARG a.b ZFEIREA S a b 73 5IUER
a,b B ZETEYE S o (G e (H9 0,24 a AHF
B e {69 1,00 FoRiBERZ LRI T A5 Al {5
N0 AAED 1B H U RS A A A
AERIE R SR AT R i a5 R E R Al fF
f0 EUR TI905 EALIE B B 0 B U 48 1 06 T Kt
AE R AR E AU T R MRS A —
FEl N SR A B Ar e Gk, PASE 7 47 0.2 a
NI IR a BEARE ATEE o 9{E M 1 BB
N0 GXIFHEEL a 535 0,1 I AY{ELS B3 AY B 46
AR o BUMEL AR 2 RSB o BUMEARIR] Fem
o [T I IEATE Y o D9 0750 o O 1A o Y
AR o o 1. 3R 2 B A AT AT AAS B ]
XF R BB ER A G2 LA 1,

x2 ZHASITEER
Tab. 2 Z-input OR-gate truth table

# a b a bz 01
1 0 0 0 0 0
2 0 0 0 1 1
3 0 0 1 0 1
4 0 0 1 1 1
5 0 1 0 0 0
6 0 1 0 1 1
7 0 1 1 0 0
8 0 1 1 1 1
9 1 0 0 0 0
10 1 0 0 1 0
11 1 0 1 0 1
12 1 0 1 1 1
13 1 1 0 0 0
14 1 1 0 1 0
15 1 1 1 0 0
16 1 1 1 1 1
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Fig.1 Original and GLIFT logic of OR-gate
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Fig .3 Power analysis of IWLS benchmarks and related

GLIFT (the vertical axis is in logarithmic scale)
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Tab.3 Area and delay tests of IWLS benchmarks and related GLIFT
W P
Jhi2 4 BERZ oAl JEthi2 4 B ERIP A
s27 141 460 3.25 0. 20 0. 46 2.30
s208 531 1614 3. 04 0. 50 1.42 2. 84
$298 909 3127 3.44 0.11 0.13 1. 18
386 675 2772 4.11 0. 40 0. 74 1. 85
s641 1507 6 582 4.37 0. 62 1. 77 2.85
s713 1507 6 582 4.37 0. 62 1. 77 2.85
s838 2194 6 675 3.04 1. 14 4. 31 3.78
s1196 3 836 15 472 4.03 0. 57 1. 54 2.70
s1238 3755 14 566 3.88 0. 60 1.39 2.32
s1423 5 458 19 710 3.61 0.92 2. 30 2.50
s1488 2 675 12 847 4. 80 0.54 1. 07 1.98
s1494 2756 12 750 4.63 0. 54 1.09 2.02
s5378 11 204 38 194 3.41 0. 62 1. 45 2.34
s9234 9 063 31 323 3.46 0.41 0. 953 1.29
s13207 11 715 51 997 4. 44 0. 26 1.38 5.31
$15850 6 499 35 034 5.39 0.11 0.48 4. 36
$35932 120 742 447 622 3.71 0. 35 0.58 1. 66
s38417 93 604 251 795 2.69 0. 37 0.52 1.41
$38584 83 778 324 957 3. 88 0. 37 1.35 3.65
-5 3.87 2.59
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