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SONG Yafei, ZHANG Dandan, WANG Jian, WANG Yanan, GUO Xinpeng
(Air Defense and Antimissile School, Air Force Engineering University, Xi’an 710051, China)

Abstract Rapid and accurate identification of unknown malware and its variants is one of the important re-
search directions in the field of cyberspace security. Based on a brief description of the significant research
value of malware detection, the existing deep learning-based malware detection techniques and methods are
summarized in consideration of the current situation of domestic and foreign research. Firstly, the tradi-
tional detection techniques are sorted out from static, dynamic and hybrid detection methods respectively.
Secondly, the malware classification and identification methods based on deep learning are summarized
from the malware feature extraction methods based on sequence features, image visualization and data en-
hancement. Finally, the technical difficulties and future development trends of malware feature extraction
and identification based on deep learning are analyzed and foreseen.
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NIT %4 APTIAFIFSIRE RS 1F  RNN 76 1] 48 K 87
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. [60] ~ LEL Hi A 4 2 -
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Kalash™" 2018 Malimg M-CNN A SR BURME 98,52 i;;ﬁ«%%gm A BRR Tk
. B e 7RIS RN 8,
~ -[61] ~ =} 4 7 5 I3 % ~
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[62] . L e N TR B
Ni 2018 Kaggle CNN AR BEE 99,26 353 & AR % T LB A
. e AR L U R 1 [ NI = 7
Kornish 2018 Kaggle CNN A sh#EBUREE 98,00 P AE@ R A
K% o P 1% 52 B
‘ . B THEEMRE. AT R e ESKN
B [64] ~ . 4 7
Singh 2019  Malimg Deep CNN AP HURRIE 98,98 FACEE N G R b
S 9 PR
v s
BT 85 K sz??%%m;:;
Nacem™ 2019 Malimg DCNN HERBCEAE 98,18 KA E Emkw D
N RBEHRRE¥
Bﬂllﬂj f*ﬁ?ﬂ:u
Hsiao™"" 2019  Virusshare SCNN A 3l $2 TR IR 92.00 FTCLE A — N R 2B

YR B ke I R Rl

2 PR 15 2
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SCRRAE 35 Bl 3 75 % 72 A0 A D g 2550 % R o iff M
9100 L P o 22 I 45 AR T A B a0 4R
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FLI S A 3 A I Ty ke i AT N R
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TE4 B, 5 PR B2 27 2] HoR Be 6%t 25 T gh 4 U )
FIGEVE FE . Hardy %57 30 1 3 B 9 9 %% Cau-
toencoder , AE) 4& BRI AT SCHF 9 2 48 0 HT ¥ 51 4
ik, I AT W B 2 B0 U ok A T A R0 R R ARG
T W S 45 B IR R BEARL, (H R T Wk AE R
TEW AR RS A I A5 1, Jain 2558 R A% BR 2 2 AL
(extreme learning machine, ELM) %7 — 3 il 3% & A
AT 4325 IF L 7 2T CNN Ml ELM A5 2 fg 512
¥, SEEFEW, AT ELM BRI i ) 5 0, 5
HAE— 4B AL P F ARG T 5 1Y 20 SR BE L TR A
B AEROR T ELM BRI S e, BEOKRESE T 45 4
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R A < BE T IR 2 ST 1 AT A ) 4 34 101

LSTM 2 ) B AR A I 19 i 17 91, Bt s A T B I
B AHLHEITEE BELSTM it rdy i 8] 25 Btk 25 1) £&
PEIACRN F AR N 8 B 2 R AE . 2 oe S5
CNN 5Pk LSTM #5 BAH 45 75 . Bk T A bR %
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threat, APT) 4L UVREARSEAT 4325 . KRR %7 1503152
AT CNN W Z 4R ERE & 1 2 HM K NE
AL 45 R A 7 9 A Rl G 2 G T AR
T i B MR R fE A 8 APT eR E0TE 5 B 1R 1 1
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[ 5 K BE AU f - DAl A R 5 AT SR
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PRAE T Bk B M S A RE A, Kim %57 48 i
e B M T H1 B 2% (transferred generative adver-
sarial network, tGAN) A= BUHT I A A SF fiff o % 2 AR
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generative adversarial networks, DCGAN) H F %
RARHED 73 26, JF ikt T BOHE S oF- 4 1), DCGAN
PR EE CNN 5 GAN 454 T I8 22 2] M LA
TPl ] GAN, S35 R 3 In T 600 1Y 43 KA
B, RBEESENT R ER A RS WGAN-gp #
S5G  JH A A i Ak BT AR s AR O B R R B
fE A H] WGAN-gp Il 25 28 4 ik b 315 1) 0% 2 R R
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AR ) i — P 5 0% e TR T e S A B o 8 R R 2 )
R T LG A D g R A R b SRR i L B 45
Feo GIAb R E AR AT LU TR R A A
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