%24 % 5 6 W = TR Ok ¥ ¥ Vol. 24 No. 6
2023 4F 12 A JOURNAL OF AIR FORCE ENGINEERING UNIVERSITY Dec. 2023

A & Pl 3% U BE AL oF S Y B3 Raft iR ER

o M, e

(FETRRREY 2 RBP4 ,710051)

WE HEW Rt EEAZEXENEREL T FEAEMRT, 44 Ralt R ERATI B P TR B S FH#H
H M F| Leader H T A S S H oy 15 2, A F AR @ AL A EREZ XM, k# T EA Ralt
BF BRTHETEFT Leader W H YR BT & TR H B0 L4022 A AL, # W K Raft H oy
IR T TR E BN EA R ABNR R EIR T AN THA T ENRE L AR T,
T ARERELELFRGETHERA, ERAREXN . AR N AT L AR T HBFTRBETHAEF T L
WA . ERIZAABRTUNARTRE T AL Lo FHERATEAREA SRS H I WA K EH
KWEAH,

K#EIE Raft; THRIEHEANE B K 0 RN R 45—k X RH &

DOI  10.3969/j. issn. 2097-1915. 2023. 06. 014

FESES TP393 XEktRERS A MXERS  2097-1915(2023)06-0104-08

An Improved Raft Consensus Algorithm for Integrating ECVRF
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Abstract Raft consensus algorithm is a reliable consistency algorithm implementation in distributed sys-
tems, but the traditional Raft algorithm is easy to make efficiency low because of malicious attacks. Aimed
at the problem that the leader identity in Raft algorithm may be detected by attackers in the process of exe-
cution and then attacked, the randomness and non-interactive characteristics of verifiable random functions
are utilized for improving the original Raft algorithm, and hiding the leader identity in the leader election
process, avoiding the multi-round election problem in the original algorithm. This paper designs an imple-
mentation of verifiable random functions in detail, and incorporates it into the leader election process. The
paper also analyzes the system security and stability of the improved scheme, compares the performance of
different consensus algorithms in various requirement scenarios. The simulation experiments show that the
improved algorithm hides the identity of the elected node in the leader election process, improves the sys-
tem security on the premise of ensuring system stability, and also performs still more in improving the
time efficiency of leader election with the increase of the number in system nodes.
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