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Abstract: H*-MAC, which was proposed by Kan Yasuda in Information Security Conference (ISC) 2009, is
a new type of MAC construction. Compared with HMAC, H*-MAC is much easier for algorithm imple-
mentation and key management, for it gets access to the key only once. This paper first presents an equiv-
alent key recovery attack H*-MAC-SHA-1 reduced to 53 (20-72) steps, which conduces to a universal for-
gery attack directly. Firstly, an H*-MAC-SHA-1 distinguisher is constructed. Then, the intermediate
chaining variable, i. e. , the equivalent key is recovered by using the distinguisher and bit flipping technolo-
gy. Consequently, the universal forgery attack is processed. The adversary unknowing the secret key can
process the universal forgery attack by computing the valid MAC value of M, which can be an arbitrary
message. The complexity of the attack is about 2” queries, which is much lower than the ideal complexity

of the universal forgery.

K B H3:2013-03-28
BEETWH : mEFRIE LR S L 0B  4 % B0 H (20100131120015)
EHERMA Tk WA983) . & HBIE R A A FENFELESE BT LE.

E-mail ; lizhang@mail. sdu. edu. cn



54 RS T4 E 53(20-72) 20 SHA-1 (9 [I2-MAC (14925 4y %5 51 9% & Yo i 85

Key words: crypt analysis; H--MAC-SHA-1; equivalent key recovery attack; universal forgery

H B TN E 1 (Message Authentication Code,
MAC) & B 25 R i A% 91 K I K
FERIE S M e R A . B IR
BT BRE B 0 B RN T AT B AE BT
W T 45 26 Internet PRI, 1 SSL/TLS, SSH., IP-
sec %0

HMAC & [ br i@ H B MAC bz #E 2 —8,
HMAC 13 2 %50 —— N RS 8 5 A0 2% 41 L ik
EHE MAC EHETE 2 UGB F% 8, b % 3
AT R AE

H?-MAC /2 Kan Yasuda 7 1SC 2009 | 4#& H
i — T % AT 8 MAC 458 . H-MAC 5
HMAC k8 2581 A Rl Z 4 AE T HP-MAC H [#
SE B RBCTV AR HMAC f4ME8 %8, B 35
MAC fH B H i o] — R Fh % 41, 72 - £ HMAC I
P IRl AL B I, [HR IR B AN
X MAC &M, 2010 4F, Wang 2 H
XF H*-MAC-MD5 Mk Bt fh i oy, B 4= 8y 277
MACH | 2011 4, Liu Z 4 H % H*-MAC W% F
A H B M B O o . B 2% S 27 I MAC
) (n ) MAC K BEOM 30 = 3% #0238 1 £
Y RV & 7R AN ST A R R R L T RE
WM, | M) RYIE R & MAC fE, b M, h—
N B A, MR R .. WA SCS 1
f 2 — Tk PR s Bk, BDZE AN R0 T3 B B 0 T 3
dr # AT LA AR I B M &7k MAC fH.

A5 HMAC 2548 F1 H -MAC 2544 {fi J]
SHA-1 Bk AT s il fb e & et &M
¥ X5 A, H -MAC % 514025 T HMAC
T A HMAC & 203 iE 1+ H -MAC
SERE, XHHEET SHA-0 i HMAC B8, fE7E N 38 %5
AR B T, REET SHA-1 B9 HMAC 58, i
T A R 255 B 4. B AT B A 1 o3 B 4 SR
FEF 45 F) 53(20-72) 4 SHA-1 By HMAC &%
ARz R A S = TR N )
H*-MAC-SHA-0/1 By % WK Beidi . A SCHE b 56
b bR T I T E] 53(20-72) #£ HE--MAC-
SHA-T 55t %% SR 52 250 i — ek Pl ik 1

1 wERHR
L1 HEEX

B E XARSCH BT 5. H: 2R E R 5
he JRAG PRE TV AR B2 BRI R s TCV: 5 kIR

AT B v () B4 Ar s ML ALK R 1 T
B K SMmes o |y e o fy gk >>
> . EHLER s bit,

1.2 HMAC #1 H*-MAC &%

HMAC J& H 1 B Pr i H # MAC FrifE 2 —.
THRIHE M B MAC {541 F : HMAC(K, M) = H
(IV,(K;Bopad) || H(IV, (K,PBipad) || M)). I
WL Ko TR K TR 2 0907 8 B — A TH
By opad Bl ipad 43 9 Je K JE A — AN B 4
f 18 22 H 8. HMAC 7E 13 MAC fE 7 2 R
)% B Ko . 8 5145 B R ANE

R v HMAC % 498 L7 10 0 A8, 7245 12
Jifs B % & EPr &1 I, Kan Yasuda 2 Hf H* -
MAC 25877, HE-MAC 3 F (LA 1 .

Kl pad M, M, M, ,

*FL o L

H H H

Y pad — .
o H MAC

K1 H*-MAC#&k
Fig. 1 Graph one Method of H*-MAC

H*-MAC(K,M)=H(IV, H(IV,K | pad |
M) Horr, pad ji H YEE 98 80 RIE K || pad
R R — A B 2. AR SR B LA 2 1 R
BRI B A B b bit KNI B A FE f e — A
B BT eI AT B B,

AU, HP-MAC 24N AW G TV AR /Y
FRIREY HMAC, 7E8AE {28, 5 HMAC 4544
—FE, H 7] H B8 A 42 % R 50, I SHA-1,
H T Ry — R &, 0 5 TR S B S s A B,
H R N 2 4 O Sk e e Vel ok T BT R
M), A0 o 2 — LR A [ e A e (4, 3 T DA R AT
— B PR L T D v T A TR VRSN B

¥ H SHA-1 B 0% H 1321/ H-MAC &
Pty H-MAC-SHA-1, R% bk, X K=h
(IV.K | pad) . WK 1,

2 HF 53(20-72)SHA-1fy H*-
MAC 125t 2 B S 2

LA HE-MAC-SHA-1 9 X 4y I i %
H*-MAC-SHA-1 Bk 5 R FREHLRE (R RS H* -



86 ELE TR CARBERO

2013 4

MAC 83X TP, T SHA-1 B gE ik WA
o ME 2 1 2 0 e 4L R ATT X R T 4 ek B 53 (20-72)
o SHA-1 1) H*-MAC #4708, AR5, ETIZX
Oy S5 A LU RR BRI H R 45 A M A R KR I
. mJa AT — b . B 27 Ik
MAC i [a],
2.1 ETF53(20-72)H9 H*-MAC-SHA-1 R9 ¥ EH

H*-MAC-SHA-1 1Y X 43 B i 19 SC 8 7E T 1R 1
AT IR B L . R H R A T e ARE A R P 2k Y R
SERE 25 G A H G B R 00 R TR 2 5 LA 2 R
BRI 38 DX o FF R, — LR I H I L B AT R
H*-MAC-SHA-1; &0, W S 5 T B AL ok £ ) H?
-MAC,

FRAIfE FH T 4 3] 53(20-72) 20 SHA-1
{10 Tl 3 f 2 U R AT X 43 T

D K3 2 XA (M, || My MO | | M) 97 B
X, Hod (ML M) 2 Bifi AL 16 436 10 1 AL 4 T 8L % 1
9512 bit R, My WAEE & A K EEH T
S IE R 42 i R AE B B MAC ME .

2) MR DT A BeAE ™ A flf 48 0 I B X
Bl . H*-MACg (M, | | M) = H>-MACg (M', | | M),

3) KA AR E Z AR, X5 D
R B Y BT A RIE R T B M [ ML MY | M) L B
Pe— A E A 512 bit B9 B H M, AL E:
M, 3ECM [ MY MY MDA MAC 308 G SR A7
SR 7= A AR UL B L G 4R R AR ) 25 L B
ICV, =ICV', . FATIA I ix MAC B JEIT 53 4
f) SHA-1 9 H*-MAC, iz MAC i35 &3+
[SERINER S

IRBE AT

GG 2 BHE 2 X2 MAC )R], 55 3 4
T 2 K MAC Ml [a], 8 X s R 2= R 2 X
2% +2=2" MAC & if], ¥l & 22l 27 ik #%
HE .
2.2 mEEH K

RBECM, [ M M| MO R 2.1 951 X 5
A U A — A G 2 2 i e I i R STk 6
1977 ¥, 454 Contini A1 Yin 32 169 F 4R 48 T
AT FFH 2503 B 42 0 SHA-1 BRI 52 2540 5 5
K. Yl BT .

55012 R 2.1 T AY IX 4 e R ) — X i 4
HEX M | M Mo T ITMD

52 B HGEE B (M) 1R HR A 34
— AR (M) HRYE (M, [ M, M | M) 2
ATh > il 8 14 ABE 3 OF 4 W 1153 SHA-1; (VD I (1 v ]
HAEPE S=(Ay , By Gy » Doy s Eo) 9 135 bit, Bt

#OH(K, M55 31 5 (0 2P A 28 1.

93 MR FEAEI S MR B B 25 bit, XA
—Fh AT RE AR B SHA-1 551k 09 20 5 4E Fil 81 1K
U B AT RERY (A s Biy s Cry s Dig s Erg) o 38 358 31582 %
B MAC 45 C A (B 2E 4T He e, 25 125 L BN IE i Y
S A K,

Wi WA 2 B E B A 1 Aol i TR
ER ST WA SRR 270l 2 X 43 T TR ) i g L A2
BER 2% MAC 2 if) . %0 2 910K &2 de il i | 2%
FE R 2% MAC # i,

2.3 —mMERERE

— P R R B HEEA AR K W1E
BN L AT DR R S M G5 MAC 1A,

— B Y B R T 408 3 53(20-72) 20 SHA
-1 fy H-MAC 9% M %8 K, iR 3~ =X 317 th
B T EATEE M MAC {8 T
T=H*-MAC(K,M)=H(IV, H(IV, K || pad |
M)=H(IV,HC(IV,K | M) .= K JFIH 2.2
T PR S o S A . AT UL, M
FERFGE S K MO AT 20 B Ak
MAC . E&:EH 1R MAC 5,

3 45

H*-MAC J& 2009 4F 2 i #) — Flof 88 MAC 45
¥, 5 4%id R EE BRAR fE HMAC A 1, Hoysia)—
W o TSI O A 8, B2, 3R R
I, T HMAC 4549 1 7158 %5 57 FH % B, —
v ) B A e i R L AT DA AT — R D

AICHAE HMAC 458 F1 H -MAC %544 53
FH4: 5 53(20-72) 2 SHA-1 SE 4k J5 15 3 (i B A4k
B4 e, S HMAC-SHA-1, H | /£ 76 #
BT A AR 22 40 B 2R 0 IX A G T L T T
AU F) 53(20-72) 2 SHA-1 19 H*-MAC, A 45
MBI BGE AT etk thiE . B e R
2.1 KAy My S48 — AT B 4 A AR UE W 2 A Bk 22 41
f v v 4 L BV AN E B K A AE L i SOk 4]
f9 7 R K R B0 B 20 29k MAC #
W, AN PR P T R T B e PR
o BP0 & 78 AS 1 2547 05 B0 1T Dh i AT 20
B MP5E MACH.

2 % Lk (References) :

[1] Bellare M, Canetti R, Krawczyk H. Keying Hash
functions for message authentication [C]//CRYPTO
1996, LNCS 1109. Heidelberg: Springer, 1996: 1-



RS T4 E 53(20-72) 20 SHA-1 (9 [I2-MAC (14925 4y %5 51 9% & Yo i 87

(2]

(3]

(4]

(6]

L7]

(8]

(9]

[10]

[11]

Yasuda, K. IMAC without the "Second" key [C]//
ISC 2009, LNCS 5735. Heidelberg: Springer, 2009 ;
443-458.

Wei Wang. Equivalent Key Recovery Attack on H*-
MAC Instantiated with MD5[ J]. Communications in
computer and information science,2011,200:11-20.
Liu Fanbao, Xie Tao, Shen Changxiang. Equivalent
key recovery attack to IT* -MAC[]]. International
journal of security and its application,2012,6(2) :56-
61.

Contini S,Yin Y L. Forgery and partial key-recovery
attacks on HMAC and NMAC using hash collisions
[C]//ASIACRYPT 2006, LNCS 4284. Heidelberg:
Springer,2006. 37-53.

Rechberger C, Rijmen, V. New results on NMAC/
HMAC when instantiated with popular hash func-
tions [ J].Journal of universal computer science,
2008, 14(3): 347-376.

Preneel B, Oorschot van P. MDa-MAC and building
fast MACs from Hash functions [ C]//CRYPTO
1995, LNCS 963. Heidelberg:Springer, 1995. 1-14.
Wang X, Yu H, Wang W, et al. Cryptanalysis on
HMAC/NMAC-MD5 and MD5-MAC [C]//EURO-
CRYPT 2009, LNCS 5479.
2009. 121-133.

Heidelberg: Springer,

Wang X, Wang W. Jia K. et al. New distinguishing
attack on MAC using secret-prefix method[ J]. Com-
puter science,2009,5665: 363-374.

Wang X, Yu H, Yin Y L. Efficient collision search
attacks on SHA -0 [C]//CRYPTO 2005, LNCS
3621. Heidelberg:Springer, 2005: 1-16.

Wang X, Yin Y L, Yu H. Finding collisions in the
full SHA-1 [C]//CRYPTO 2005, LNCS 3621. Hei-
delberg: Springer, 2005; 17-36.

7 T 48 3K S 458 ST

LUK RS, 5K B TE . kT B 6y BT 1) 42 42 FAT 8 T 46 4iE 45

R BHE LR F4M: BAB M, 2009, 10
(3):78-81.

ZHANG Chuanrong, ZHANG Yuqing. Identity based
signeryptin scheme with forward security and public veri-
fiability[ J . Journal of air force engineering university:

natural science edition,2009,10(3) :78-81. (in Chinese)

C21 0, 5K ER 50 R R AT T B {5 19 7% 30 90 3l 25 AT DAE 7

AP PP ILLT]. 2 E TR %H. ARB ¥R,
2011,12(5) :67-71.

CAQO Shuai, ZHANG Chuanrong, SONG Chengyuan. I-
dentity - based dnamic athenticated goup key agreement
protocol for mobile networks[J]. Journal of air force en-
gineering university: natural science edition, 2011, 12

(5):67-71. (in Chinese)

(313K Rl 1 T GRSk T 28 %5 £ R B9 /T DIE % 91 13 g 1 3L

[J] 2 22 TR R4l AR B2 A, 2006, 7, (6) 1 65-
67.

ZHANG Chuanrong, XIAO Guozhen. Sign-cryptic tech-
nique based on authenticated key agreement protocol[]].

Journal of air force engineering university:natural science

edition, 2006,7,(6):65-67. (in Chinese)

CAJBRML . FRIEN SR B O, IR B, — AV 3E T Ad hoc M 2% %

BN AAMmZERESEER L] FELRRE¥
2. HARBHFAAR . 2011,12(1) - 68-72.

WEI Liang.ZHENG Lianqing, ZHANG Chuanrong, CUI
Xiaochen. Multi-recipient signcryption algorithm for deal-
ing with malicious nodes of Ad hoc networks[J]. Journal
of air force engineering university: natural science edi-

tion, 2011,12(1):68-72. (in Chinese)

[5JHA5% . sk B 48, T ¥k, & T A Hash fil Redundancy pf

BT RIS B[], = E LR R AR
BF2E M, 2010,11(1) :91-94,

BAI Jun, ZHANG Chuanrong, WANG Jue. The analysis
and improvement of a signcryption scheme without using
Hash and Redundancy functions[ ] ]. Journal of air force
engineering university: natural science edition, 2010, 11

(1):91-94. (in Chinese)
(% %% iR Ao A)



