2115 5 = FOTOR K o MOARRREERD Vol. 11 No.5
2010 4£ 10 A JOURNAL OF AIR FORCE ENGINEERING UNIVERSITY (NATURAL SCIENCE EDITION) Oct. 2010

w1

EERARSGREMERTR

—1 2 2 wL3 4
=, GKR®ES, # ¥, I H
(1. 2ZETRHRRY THR¥EE, B FA%E 7100382 28 ZE TR KRF  IZRE, BeFE 28 71005153, 28
ETRRY R, BV P42¢ 71005154, =SZETHARY  BIRNTRESEEE, BOY 764 710077)

W EAGEEURCEELZGRAKRLZEM(ISSA) KRBT R i & 5 04 7 ISSA By % 3L,
FREN R E A B ISSA FRM R i & E AR A, KT T Kk k#t—F K& ISSA
I AR LM S 4 DT E Gk Rk R A, REES IR HESN T ISSA
WER,ARBT“ERLL2FHERARFENRAMER(HEBFF) BAN RS ZARAK
TR GEERAL A AN EEMB A RRE NI E,

KBR.CERALARRAGEM, ERLAERREM, RAMF, RAEE

DOI . 10. 3969/j. issn. 1009 —3516. 2010. 05. 016

FESERS. TP309  XEFRIRAS. A XEHS 1009 -3516(2010)05 - 0075 - 06

{5 B R F TR R E5H (Information Systems Security Architecture , ISSA) , 7E3 25 1) 20 4F 18] 32 i i M 15
A PHIT ST %) T RN B 2205 AT ISSA K JR BN K AR T () Pk A, AN A Bl TR T TR
BRI BB\ 245 1SSA 67 v R A 02 60 7 o 2200 AT B T W1 40 1SSA 2R Iy Iy
(6], ARSI 22 AT ST B BT

1 ISSA WIS R &

“ Architecture” —JAIR I F 3% , 1964 -5 | ATHEHLAIEG B8 “ R R 45097 | A & 10 51 0 76 Tk
VR RGeS B B TR MOCR | FA AR B A NIRRAEE SON ™ RS MALIGR 5y & 1 M2 IR
S IR RS SR A S HEE " M R RGBS S HORR L T R R BA | HL
At N B Gk — GO RANE P Ze S i JBAR 7 ) T RGBT — M T A R R S5 K R 5%
USRI B R R R R
1.1 ISSA ARHLEMNEEREN

“TEA R ZLER” (Security Architecture, SA ) 5 R GE A RESMTENES FEHHER " LML S
FERIAELNT 4 D,

DRI T XHE BL2REN RS, SA LEABE AL P s US55 ok ik Fift iR 4 Fh e 4
PEOGTERTT R, I T RGETF AW B LA W R G824 et ot A1 B A it FH AR 4P A R Y 52l

2) SA FEZ AT R GHE UL 2 R G SNSRI B T 8 A 77 i TAR R R Z ] 58 B ARIEAS bR
HE KA AR AR AR 2R 22 () A — A T8 (AR R G T A G2 AT LAy (5 b 5 20 245 8 AR 53 FH
G, HARIEARE AR TR B BRI , 2 RHide % 2 250 (50 i) W i H ST

3) SA RefE I R MR i 22 4 R G0 (5™ i ) e A, A5 30 )32 SR RO AT A9 2 2 A 3R 54 119 38 FH

« WS HHT.2009 -12 -22
ESTH .PEPEY H AR A4 B H (2007F45 ) ; P52 /iR -0 % B35 B (N7SFO19)
EEBN . =(1982 - ) Lo, I RFEN B4 FENFEESRE TR SE K G RR LV,
E - mail; yunbail3@ hotmail. com

HRIRE (1963 - ) 55, BRIV N Bz, LA R0, 25 B R TR S BESR AT Y



76 ZETRERFFM( BRFERR) 2010 4F

T 2R SCR SRS S TR h

)X FREZ2 M NI E B RS, D—E i Z 2R R MEL RS B L i filEfRs =, A
FITORBE LA RGN B Bl HHRAE, LSRR 4 282 A S AR T it il ik A8 rh A e A AT A
P A EA B v SRRy R,
1.2 ISSA XE®

nFE 1 PR, BEE R BRI & A 25 BAL R R sk | (5 8 2 2R 0 3he B AR & )
T—RPIRA TR, SA o SO A S & R B — AN A H AR B R N g
o o N IV OFE VAN S B W A e B o T o7 8. LA L S 0 S R 5 W o e A = K=y |
YD A 3 57 LA Ak SRR SRS FIME DU %) RS BiE] , DEAE I RS AR RERE SR R fE , mT L
IR T 4 BB

R FEERFLEREMERLENE

Fig. 1 Research Focus of ISSA changes along with the change of Information era and the science of Information security
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Fig.2  Comparison of two different research approaches to ISSA

2152 IR ( Academic approach ) 52 R (Industrial approach)
KVE %A RSB 9 ff A 5 P4 RFTZ WA 1 %2 RGBT R R
HASBEAD BOTHF R G HAR BT 2R R G RA
BB RS SR SR AT AT T R AR A
SR ) BT R IE R A K 2k RN %2 R BB R AT ORI %
SEXTRRE B bR AR R A 0] R0 S R O TR BA R PR R 2R T R
MFEAMEURZ A 24", SRERIHER DA SE B % 0 T S B A 44 A Y e 2 S

2 ISSA KERE /R

2.1 ISSA MRHREZERRZZEEZHWHR

ISSA KD S A5 8 24" BES NI AR (G B L e¥ R R R EEAE VLR, b
F5 B M S NI BIR AL SNEAR W ISSA BIFFE UG R A9 X G T BE T 5EHL 4% BRE R 4
A SIS SRR (G R G (W M B K EHEAF B RS SIS IR ) | B 540 4= R B AR BE  A OG E 17
ARG RY N R L 20 BRGE TR X RE TR 2T 65200 5 %5 1SSA FEEPE M CE B EAR T
FRAFSE | Tl Fie 45 b 21145 [ BUR 0 I R A5 B R B S I B AR R A e B 5 (5 B R R
SHERES NI L O S5EERR LA (RE) R R &M, 1SSA Mk JE DB E—E R R T A5 B
B A A P 4 [l R 1R B A8 AL, N — TR B T 705 B & o h R R 5 B 2R
2.2 ISSA BYZERMER

ISSA Fig 54 R H AT SO S 25 B R AL SRR R IR, 800 T 38 245 B 2 ikl
FRAGE B R L &+ RG L 2T R MR R AR FA 138, SR BTIN 7 , 1SSA #ig 5
TN T H ARG (R BARIR R AT R A P2 SEalRL: BARBREM TR AR 4 N2R) 2
S TRESCRIE sk R B AR B A AL RN AR, Forp ISSA 1 TR & e il TR % 4 H
b, SCHFHAG AP AR FAR S T HAYEES W ISSA 182k T ISSA B —uatt, B T T
T X TR A RTE S, 1SSA FoREU Tz 1SSA L FEMHLEMATE XL iR
2.3 ISSA AEIL

FE ARG LSRRG ITES RN R G & ERTZ B 2R ARG B R R R G & B E A



78 ZETRERFFM( BRFERR) 2010 4F

PRI (5 B X R G A I ST BCEAE A TARRR Y AL R AEEAT v . BRI R A B LA S &
g8 TR R B FAC PRE DR G2 2 MR — O EMSANESE, 755 ISSA AR s R THE AR
éﬁgﬁééiﬂ:‘%’i’( Information System Security Engineering , ISSE) Y, FTEBEXR ARG TAETESEM s MAER
RGRA TR I R 1SSA BTHE N ISSE i RS (FEA L IR th i — 5 H P #EATAH B D ) 5t
FE K P A RO T RN BOR e A A N — B A A B B 0 R G0 i AN R it i 22 A
REGTE REHIN U TE B R G At I BB, 2 4 R 58 (8™ ) T L AR S AL
YER . BRTIE A FIEGE— 0 1SSA VPG 7 it , W HA BRPE AR 280 B DAL/ PR 2 2R T X R %4
PR SR AT HTH R A RN 22 2 R A5 AR BT e A U SCRS A UE/TA AT A8 T 5 101 3R 3 1 7 S R AT
A PEAL R A5

3 ISSA AR &' T7 1) Tl

FEATG B RG LR RGN BbR, AU % 2B R i AT BRGNS, et gl ) | 7157
AV 551G FEHE FEH A VAT RGN S RGN LR TR, X e 2 BRI
5 B RGO R B AR U2 4 HARDL S BFRIITR]SCEL, 1SSA MHESHE 2R 8] — 1T H #a Ak
BRIEARBEZ T T 30 ZAEEF ] A2 — TAER R SR, A58 S G 2 Bk, 1R B ARG — e 44 &
FREFF WIS N L A SR, WDUR 5 NS ZATET 1SSA A5 & J r s —A R B i 8T

1) BE . 1SSA BRI AR A RSB AE B L 2R RS, AR 22 FE R
GE TR TRRSF IR R . AR5 B RGA R G5 B S ISR A T 20 42 90 4R1C, X T RS R
2 e 5 BSR4 RGBS FF AR L AEE [R] /R 28 SC2ERE, 1SSA BRI 53 R 32 s i
NEFRH—EERTEE, ITEE RN RG D22 5 2% R 500 [RIRHAZEEO ) A g AN H 300 3 (], 3
AT RRAS B R IR = 1Y, 58 ISSA AU Y LA 7] 850 (A FEARE A P ORI 0 R T i T vk
KA 5 ) B R GERFS AN 4G et 5 — FUEME B R G L SR RS R RAELL (S SLAT
Trae s TR R ) A, SRR ISSA B B R B SEE T — MR BN AR

2) HAR ISSA BETHE B ARG IR REE ARG B L AR MR FHH AR ZRL, GRS REnr
YRR RN A LREBETT RO AT R | R IR L 5 K R S 34 B shAS PRAR B, Be & B R 1SSA
FEREAE L IGUF HAE N5 B R G & 4 e A s m SO R 221, o E (S 8 RGN & 2T
ST B AL IR TRk SRR TSSA ARSI [ S 8 IAT 1 114 S o 1) AL, T e ke ok S8 ] R T 11 £14) Bk
AIFE 1SSA HHE T HLIW I & T oAk ISSA iRl 75 LS ( BB UM s 5 9T IO &8 A 1
FE LA RS, VEE NN KR 1SSA TERA 5 32 A AR AT LU A RO T FNITAG 28 4 A R 4540 SCHY
1 2 R TSSA ARSI & S iy — AN F A5

3) S« AR SE BRI A5 RN & JE S U ) AR TN REAR AL BT A B8 1SSA A JLEE ISSA 118 iy i it 2
—[TREE R TER IR RN RS TR, BEIERRGELE TR MME ARG LR
REFUNE R A BRI ISSA St BT B (4% BPE 7 B i 1SSA. % ELAAR St b A S 380 SR 2R A 7 09 FAGIE, {H 53¢,
FURTEPHARE B AR T R G5 nTSE M 3Eht , W TF & 1SSA & I AE i J8) 300 B R S AU 5 B 48 S F
WA 1SSA ST R R A E 1SSA T RE i B gE i — 5],

4) i FH - ISSA Fe SEAR TN T EE HEE L RE (FL2ER) I L d, KL 2 AR
SR RGBT AR F— 5 B RS L 2 R IEH A (LS AT TR W, HRusZm 1SSA L H
() — AR F I 1SSA BIAR AN, POAE B4 D7 s, ASE & B0 55 [ [ BB L5 7 4t A i 5
B WSS S g R KRN EIE(E B 2 B A9 A TR 2 AR S B 1 AR 22 92 R #R B
PrRbmiEA L 2R NPT XS E SRR T 5 B2 A H AR AL Do R Sea T 15 B 4
Bl R HAPR R 2 ERAAE, R A8 8 5 B 2 R AR o o 17 B ok oimk, FE 42 90 4F
RABIA M ZE W IR 0 E Z A5 B AR R R 28 TAERY T BT 55 w2 EPRbr A AL I B B RS 5%
PP AR LA, [FRLERAEH RIA LM E PR G — i & i, 3 E 575 5 &8 E R A5 Bk
KB AETT I 1SSA A HAUHIFST , B HEE S5 71 SO B F2 08 (14938 B, [ By 1k X =40 2 o B
I ARDCE HHEF 54 22050 0 S 05 ) F1ple e SEVARL, 2857 BEAF & EIPRbRHE | SGE & A N 4



%5 H =% 5B RRLERREH R RIS 79

1% R AR B RS R R 454 BB AN S [ 505 B R R B TARRY T 2R OR 1SSA
KL Al I A

4 ZERE

AR TR, {5 S 2 A U Y S B AT AR F AT M Ak TR RO | S A AL s IR R
bt I S LSO B TR E B A AR, R AR BB+ AT 1 28 A ORI B2, 9 FE RS S A B 2 4
PR/ G PBRHE R AT AE R . ISSA AL A 32 1 215 B 2 e TR e R G % i s SR | J2 e 4
PR G R G T ARG 9 T AR S BT Z U TR A5 B R G4 A R RS S A B A U ROV S04
FIHT ISSA R 5HE RPN T RZE 3 L5 HUG B ARG T BRIT A g o 5 B RS TRAE B RS
LA TARIT A AR A B2 R A | HORHE 522 4 ) R P DA R R e D7 T S SR 0l T 1 194 A DG [ o i
B SRR A EHEY] . (A5 B2 n @G 2WEARA e RS TREEINE NS A
B BORFRIE 50 1SSA e — & R PR HAOUHAAE TXF R Ge 407 2 e Pk AL BT, i 2 R G A B 2381
SRR YGE, NJe A R GE M B B2 G o FIRE B AR, AT il i % & 28 22 i AR BN REEIAT
B HEMTEINT S RGEG5H BT AT & R R R L2 BOR , iy R AT SN UE B2 2 ml i K
RGO, B R e R G575 T SRR A5 B R Ge 2 A PR ) 357 7 125 ( Fe iy FH R Ge 8l 1207
2 B RMEIIEST) o 5B AU R SIS K RUEY] , 2R 5 R GRS G 2 AR B R
iR R A A ) R — SR BRI LA AR . VEB I, ARG R A S BRI Y AR AR P 1 3 S5
B A2 2T ATTARE B2 2R A A JF X GR IR N Y 52250t TF B84
WA SR RIS FER (5 R 727 RS RGPy (MR 2R BB U500 32288 ) T 2ERlRH
2F5R43 ( Basic Science) , Bl B e (5 B @2 M-S REMARLG , SO SE B TRATHE B 2 4 A B O
BB YO L PP AR (5 822005 RGPV A I T R R G, O S BUE B 22 4 U 5
FFFEEAT UK e BB IR 3h ) 3Fr

S

(1] TR PV, 5K BH. 5 B2 R R [ M. JUat JE R i, 2008.

FENG Dengguo, SUN Rui, ZHANG Yang. Information Security Architecture[ M ]. Beijing: Tsinghua University Press, 2008.
(in Chinese)

[2] IEEE STD 1472 -1995. IEEE Standard Glossary of Software Engineering Terminology[ S]. Piscataway,NJ: Institute of Electri—
cal and Electronics Engineers, Inc,1995.

(3] #HT7 IR BRR—. ff B ARG L AR REM A SRR )] AL T AR S0 ,2004,41 (1) 1138 - 140,219.
JIANG Chunfang, YUE Chaoyuan, CHEN Taiyi. Research on the Issues Related to Information Systems Security Architecture
[J]. Computer Engineering and Applications, 2004 ,41(1) :138 —140,219. (in Chinese)

(4] . BT =MEHER R 3 U5 B R L 2R RS D], Kb E B RFAHOR R 2002,

CAO Yang. A Novel Security Architecture Based on Three — View Framework for Distributed Information Systems [ D]. Chang—
sha: National University of Defense Technology,2002. (in Chinese)

(5] R FNSME R RV R MR ST 5 B M4 2 42 ,2007,7(1) 15 -17.

FENG Dengguo. Research Trends of Information Security [ J]. Netinfo Security,2007,7(1) :15 = 17. (in Chinese )

[6] Bell David E, La Padula Leonard J. Secure Computer Systems; A Mathematical Model[ R ]. ESD — TR -73 -278,1973.

[7] Biba K J. Integrity Considerations for Secure Computer Systems[ R]. ESD - TR -76 —372,1977.

[8]  Information Processing Systems — OSI RM. 1SO/TC97 7498 —2. Part 2 Security Architecture[ S]. Geneva: International Or—
ganization for Standardization ,1989.

[9]  This Version April. DoD Technical Architecture Framework for Information Management, Volume 6: DoD Goal Security Archi—
tecture, Defense Information Systems Agency Center for Standards[ EB/OL]. (1996 —4 —30) [ 2009 — 12 —22]. http : //www.
dmtf. org/pres/index. html.

[10] Fine T,Minear S E,Hills Arden. Assuring Distributed Trusted Mach[ C]//Proceeding of the 1993 Symposium on Security and
Privacy. Washinton DC:IEEE Computer Society, 1993 :206 —218.

[11] Spencer Ray,Smalley Stephen,Loscocco Peter, et al. The Flask Security Architecture: System Support for Diverse Security Pol-



80 ZETRERFFM( BRFERR) 2010 4F

icies[ C]//Proceedings of the 8th USENIX Security Symposium. Berkeley, CA ; USENTX Association, 1999123 - 139.

[12] Bender Dan,Moore Reagan,Marciano Richard, et al. Intelligent Metacomputing Tested ( Distributed Object Computation Tested
(DOCT) ) [ EB/OL]. (1997 =01 —08). http://handle. dtic. mil/100. 2/ADA324199.

[13] The Open Group. Distributed Security Framework [ EB/OL]. (1994 - 12 - 30) [2009 - 12 — 22 ]. http://www. openggroup.
org/pubs/ catalog/q40. htm.

[14] The Open Group. CDSA Version 2 Technical Standards. [ EB/OL]. (2000 —5 —30)[2009 —12 =22 ]. http://www. openg—
group. org/pubss/catalog/c914. htm.

[15]  EEEFRZ R, 5B RBEEAMELR (TATF) [ M]. JU5T . dbat b 7 ik, 2002.
National Security Agency. Information Assurance Technical Framework[ M ]. Beijing: Beijing ChinaSoft Electronic Press,2002.
(in Chinese)

[16]  TREHE. A BB 2 A ORBEAESR T ]. T34 42 ,2003,3(10) « 1 -2,
SHEN Changxiang. Construction of Active Defense Assurance Framework[ J]. Computer Security ,2003,3(10) : 1 —=2. (in Chi-
nese )

[17] EIB, 5, Bt 45, <5432 Sk« ESAE R A ORBEARHERTSE [ T] .l (57741 ,2004,25(7) -1 -9.
WANG Na, FANG Binxing, LUO Jianzhong,et al. ‘5432 Strategies’ ; Towards the National Information Assurance Framework
[J]. Journal of China Institute of Communications,2004,25(7) :1 —=9. (in Chinese)

[18] Gasser M. Building A Secure Computer System [ M ]. New York: Von Nostrand Reinhold,1988.

[19] Jay Ramachandran. Designing Security Architecture Solutions [ M]. New York ;: John Wiley & Sons , Inc,2002.

[20] Christopher M King. Security Architecture; Design, Deployment and Operations [ M ]. Osborne ; McGraw — Hill ,2001.

(%m#t tAoih)

Line of Development and Future Trend of Information
System Security Architecture

BAI Yun',ZHANG Feng — ming’, HUANG Hao',SUN Lu"
(1. Engineering Institute, Air Force Engineering University, Xi'an 710038, China;2. Training Department, Air
Force Engineering University, Xi'an 710051, China;3. Science Institute, Air Force Engineering University, Xi'an

710051, China; 4. Telecommunication Engineering Institute, Air Force Engineering University, Xi'an 710077,
China)

Abstract ; Information Systems Security Architecture (ISSA) has become a crucial branch and research focus of In—
formation Security Science, and one of the key technologies in guiding the R&D of large — scale secure system (or
security products) in the past ten years. The conceptual connotation of " Architecture" and the significance of Secu—
rity Architecture have been proposed. The variety definition of ISSA is introduced, and its development trace is sys—
tematically overviewed. Based on the above, two different research methods and train of thoughts have been re—
vealed. Then, the idea that " ISSA is the positive result of practicing systematic thinking in the Information Security
field of investigation" has been clearly proposed. The disciplinary nature, the methodology of ISSA, and the chal-
lenges in the development of ISSA in theory, technology, education, practice and application are briefly discussed.

Finally, the notion that Each Unification, of the Subjects like Information Security and Science of Systems, started
from the basic science, should be the major trend and effective approach to radically solving the problems in Infor—
mation Security is proposed.

Key words : Information System Security Architecture; information security architecture; science of systems; sys—

tematic thinking



